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Abstract

PSL is a framework for describing dynamic and architectural properties of component-centered open
systems. PSL extends established interface-based tactics for describing the functional properties of open
systems to the realm of protocol description. PSL specifications consist of logical and temporal rules
relating situations each of which describes potential states with respect teolles of components, role
attributes, and the issuance and reception of events. A specialized form, PSL/IDL supports design methods
and engineering tools for describing protocols in CORBA systems.

1 Introduction

This report describes PSL, a framework for specifying dynamic and architectural properties of open systems.
The remainder of this section provides background on the interface-based specification of open systems.
Section 2 discusses the nature of protocol specification in open systems. Section 3 describes PSL concepts
and notation, illustrated in more detail in Section 4. Section 5 surveys prospects for associated methods and
tools. A discussion of related work appears in Section 6. The Appendix contains a few technical details
omitted from the main presentation.

1.1 Open Systems

Open systembave been defined [29, 1, 67] as encapsulated, reactive, and spatially and temporally exten-
sible systems: They are composed of possibly mamyapsulated¢omponents, each of which is normally
described as anbject Each component supports one or more puidlierfaces The inner workings of each
component are separately specified via a normally inaccessiplementatiordescription (often a&lasy.

Open systems aneactivein that they do not just perform a single one-time service; most functionality is
provided “on-demand”, in reaction to a potentially endless series of requests. Open systapatiatly
extensiblevhen components need not bear fixed connectivity relations among each other. They may interact
via message passing mechanisms ranging from local procedure calls to multi-threaded invocations to asyn-
chronous remote communication. And open systemdeangorally extensibléo the extent to which their
components and functionality may be altered across a system’s lifetime, typically by adding new components
and new component types (perhaps even while the system is running) and/or updating components to support
additional functionality.

For example, an open system supporting financial trading might include a set of components that “publish”
streams of stock quotes, those that gather quotes to update models of individual companies, those serving as
traders issuing buys and sells of financial instruments, and so on. Such a system relies on interfaces (e.g.,
QuotePublisher ) with multiple implementations. It contains reactive components handling a constant
influx of messages. It is intrinsically distributed in order to deal with world-wide markets. And it may evolve

in several ways across time; for example to accommodate a new company listed on an exchange, or to replace
components computing taxes with interoperable versions reflecting tax law changes.



1.2 Interfaces

Interface declarations provide a basis for specifying capabilities in open systems at varying levels of precision
and formality. An interface describes only those services that other components may depend on, in terms of
a set of constraints (e.g., a collection of required operation signatures [9]) on a family of components, not
necessarily a complete or closed (nonextensible) description of any given component. Any implementation(s)
that provide required functionality may be used.

Subtyping regimes over interfaces allow one interface to be described as an extension, refinement, or special-
ization of one or more superinterfaces. Conversely one interface may abstract a subset of the functionality
described in one or more subinterfaces. Typically, base interfaces describe only those operations that are
involved in a set of related interactions, and “fatter” interfaces are derived via multiple inheritance [53]. One
interface type may describe only certain aspects features that are listed more completely in various subinter-
faces. At an extreme, an interface might include only a single service operation. Interface subtyping allows
systems to include multiple interoperable implementations of common services, and sets of component types
that specialize on common core features.

Systems constructed according to the OMG [52] CORBA model are among the best examples of the interface-
based approachto development. In CORBA, componentinterfaces are described in CORBA IDL, an interface
description language indicating only the functional properties of provided services in terms of operation
signatures. Implementations are often process-level components distributed across machines, communicating
via message passing mechanisms mediated by an object request broker (ORB) that directs requests to their
destinations.

1.3 Roles

While not always phrased as such, interface-based specification intrinsically relies upon the distinction be-
tweenroles [68, 60, 6] and the components that implement those roles. This distinction is similar to that
between a role in a particular play performance (¢damle) and the actor or actors playing the role (e.g.,
Richard Burtoror Lawrence Olivie). A role may also be thought of as a typed, abstaactess channs, 4]
providing aview [63] of one or more interaction participants [34], where each view is described by an in-
terface that lists a set of supported message types. This concept of a role is nearly synonymous with that of
a subjectin the essential sense of Harrison & Ossher [26]. In ordinary usage, the term “role” is sometimes
applied to a description of a role rather than its instantiation. We reserve the term “interface” for descriptions,
and just “role”, or for emphasis, “role instance” for instantiations.

Interface specifications describe roles without commitment to the computational entity or entities that may
implement them. Thus, the notion of a role is distinct from the programming-level notioniofidementa-

tion object In fact, components need not be conceptualized as objects in the usual narrow sense of the term.
Implementation objects may also consist of finer-grained instantiations (activations) of single procedures, or
coarser-grained process-level components.

While roles are not the same as implementation objects, they bear several definitional similarities in terms of
identity, state, and behavior [11, 19]:

e Arole may have finite temporal existence. However, the lifetime of a role need not be coextensive with
that of any given implementation object. Instead, lifetime properties are described with respect to the
livenesof handlesused to access instances.

e A role may be ascribed abstract attributes that possibly vary across time. However, because roles do
not necessarily bear a one-to-one relation to implementation objects, it is generally inappropriate to
ascribe “initial” values of attributes to roles that hold across all instantiations. Specific operations (e.g.,
“factories” [54]) may establish instances for which particular attribute values hold.

e A role may be said to issue and/or receive events. These events are realized by message passing,
procedure calls, etc., among implementations.



In classic modular development methods, there is typically exactly one implementation type per interface
type and vice versa. In most object-oriented languages, there may be multiple implementation subclasses per
interface. But in general, interface-based specification admitag/-to-manyelationship between roles and
objects:

¢ One implementation object may support several otherwise unrelated interfaces concurrently, or differ-
ent interfaces across time.

e One role may be implemented by several otherwise unrelated objects working together. Each may
implement a subset of operations, or redundantly implement all of them, etc.

For example, a®fficeManager role might be implemented usingPerson object, or aRobot object,
or a set of job-sharin@erson s, or even a mechanism causing a ngpecialtyWorker object to be
constructed to handle each incoming service requesReison object might additionally play the roles
(hence “export” the interfaces) Bfarent , Driver , Customer , etc. perhaps all at the same time. Multiple
interface instances, each seen from a different client, may access th®eesna implementation:

Parent-1 Person-1
Customer-1 Person-2
OfficeMgr-1

Person-3
Parent-2

Any of a number of programming constructs and infrastructure schemes can be used to support these kinds
of mappings. For example, most CORBA systems reify some aspects of roles as “interface objects” that
support some of the possible mappings by relaying messages to implementation objects. Other infrastructures
(e.g., [10]) connect role-based messages via channels to multiple objects that together implement the role.
In non-distributed frameworks, interfaces and implementations are (often incompletely) separated through
programming language mechanisms and conventions. For example, Modula-3 and Ada9X contain interface
types useful for open system development, and C++ and SmallTalk programs often use “abstract classes” and
related constructs to distinguish interfaces from implementations. Finally, it is very possible to apply these
concepts in systems in which roles are never explicit at the implementation level, and so are used only as
abstract design constructs ( [60]).

2 Specification

Common interface-based specification techniques are limited in their ability to deal with dynamics, architec-
ture, and quality of service. An interface alone defines only “syntactic” conformance: Implementations must



respond to the listed operations. An interface adorned with descriptions of the nature of operation arguments
and results defines per-operation functional conformance. But even this does not always provide sufficient
information for designers and implementors to ensure that components in open systems behave as desired.

For example, a new interface-compatible component may not actually interoperate with an existing one if it
fails to send the same kinds of messages to other components in the course of providing services.

These kinds of dynamic and architectural issues often overwhelm those surrounding service functionality.
Descriptions of connection and communication patterns among components are more central in the charac-
terization of many systems than are descriptions of services [22, 21, 28].

PSL is a framework for addressing such issues by extending the interface-based description of open systems to
capture the questions wfho, whatandwhenacross interactions, as well as the structural relations underlying
these dynamics. The principal abstractions include:

Interface: A view of a family of components in terms of supported operations.
Role Aninstance of an interface.
Handle: An identifier of a role instance.
Class A description of a family of concrete components.
Object Aninstance of a class.
Situation: An expression describing attribute values of one or more roles.
Realization: An instance of a situation.
Value Type: A type of any attribute, message argument, protocol parameter, etc.
Operation: A procedure defined via a signature indicating request and reply arguments.
Message: A communication carrying an operation request, reply, or exception.
Event: An occurrence of issuing or receiving an individual message.
Attribute:  An abstract function with values that may vary over time.

Event Predicate:

Protocol Rule:

Constraint Rule:

An attribute denoting the occurrence of a single event.
A temporal constraint relating the realizations of two or more situations.
An expression constraining values of attributes in all possible realizations.

PSL specifications describe dynamic and architectural matters without pinning down implementations, con-
nections or communication mechanisms. PSL remains faithful to the distinctions between interfaces versus
implementations that permit the development of open systems, while still providing a means to specify that
implementations obey necessary interoperability constraints. PSL does not assume any specific computa-
tional model or mechanics relating roles and implementation objects. Descriptions of how each instance of a
role is mapped to one or more implementation objects (and vice versa) lie outside of PSL.

PSL captures the essentintompletenessf open systems by specifying sets of properties and constraints
without claiming that these fully describe a system, or ruling out the existence of unmentioned components,
situations, or events. Thus, PSL lacks some familiar constructs found in “closed-world” formalisms. In par-
ticular: (1) PSL doesot support the use drame axiomsasserting that properties that are not otherwise
mentioned in one situation are not changed from those in predecessors. (2) PSlottmm#ainstep oper-
atorsasserting that given states occur at the “next time step” after others; thus that there are no intervening
situations. Gtepis also implicit in the description of transitions in most state models.) (3) PSL mutessip-

port leaf interfacesasserting that interfaces have no possible extensions; thus that instances do not support
additional operations. (4) PSL doast contain any notion of deaf stateasserting that a situation has no
possible further decomposition; thus that no unmentioned events may exist.

Thus, anything that is not ruled out is assumed to be possible. However, stronger specifications may be
introduced viaefinementProtocol refinement is the act of introducing new rules within a narrower context
than more general rules, but without invalidating these more general rules. The opposite of refinement is
generalization, in which a weaker set of rules is introduced in a broader context.

Additive refinement may take either of two form¥ersioningbased refinement is the act of inserting or
extending rules within an existing context, adding greater specificity or enhancements in successive versions
during the course of initial development and/or system evolution. Specification frameworks themselves can-
not provide direct support for versioning, although compatible tools would facilitateSyeializationsire



additions that are localized to new entities, described by new interfaces bearing subinterface relations to the
originals. PSL supports specialization by extending common subtype-based tactics. New subinterfaces may
extend interfaces, new subsituations may extend situations, and new ordering constraints on new situations
may extend those described in existing rule sets.

PSL is designed to support methods and tools for developing components in open systems; formal specifica-
tion analysis is only a secondary goal. It is in principle possible to build or adapt inference tools (e.g., [43])
that check collections of PSL rules for consistency, and to answer questions about their properties. For exam-
ple, one could ask which exceptions might be expected in a system from a given starting point. However the
nature of open systems and their specifications preclude certain categories of analytic questions and answers.
Specification systems (see Section 6) based on “closed world” assumptions (i.e., that the system implements
only those features specified) are uniformly more powerful than PSL in addressing questions about liveness,
deadlock, interference, and aliasing [49, 31]. Such questions often have no definitive answers in open sys-
tems. While a selected set of PSL rules can be analyzed in “closed system mode”, under the assumption of
complete knowledge, there is no use in doing so unless one has independent assurance that the relevant por-
tion of the system is fixed and communication closed with respect to the rest of the system for all time (i.e.,
produces no outputs except replies to procedural requests). While closed-world models may have a place in
open system development, they are perhaps best applied to descriptions of classes and objects. Object imple-
mentation code does what it does, and nothing more. While interface-level open system development cannot
exploit this fact, it is sometimes profitable (but see [37]) to rely on fixed known implementation properties
when constructing individual components.

3 PSL

As a basis for specification, PSL relies on any framework for declaring interface types that minimally include
operation signatures in their declarations, and where signatures are based on any reasonable type system
on pure value types such as integers, booleans, reals, records, etc. PSL specifications provide additional
constraints and rules that hold for all role instances of the associated interfaces.

To extend interface-based specification we introdhosenotations. Our primary PSL notation helps define

basic abstractions. However, rather than establishing a general syntax for expressions, types, interfaces, and
so on, we illustrate using PSL/IDL, a concrete syntax for PSL using CORBA IDL value and interface types
and C/C++-style expressions, geared for use in CORBA systems. Also, because representations of even
simple protocols stretch the limits of readability and writability in textual form, we simultaneously define
PSL/IDL-G ProtocolCharts a semigraphical form of PSL/IDL corresponding in simple ways to the textual
representation.

PSL/IDL role types are synonymous with CORBA IDL interfaces. All PSL/IDL constructs appear as annota-
tions withinprotocol module declarations that have the syntactic properties of fiddules but con-

tain only type declarations, attribute function declarations, andles declarations. A PSL/IDltules
declaration is an optionally named scope, parameterized over one or more types, and containing protocol
rules and/or constraint rules.

PSL/IDL uses C/C++ expression syntax over CORBA IDL value types. Predicatboalean expres-

sions. For convenience, we add the logicapliesoperator (*-> ") and its left-sided versionis implied

by (“<-- ") to the list of boolean operators. Within expressions, commas may be used as low-precedence
and separators (otherwise equivalent&8). The fields of IDLexception , struct andunion values

are referenced using dot notation. To make them more useful in specifications, PSL/IDL predefines com-
mon pure value functions on the IDdequence andstring types. The functionkead, tail , empty ,
contains , prepend , append, concat , equal andremove are predefined for sequences of all types

for which there exists an equality operation. Definitions are identical to those on parameterized list types in
functional programming languages such as ML [69]. PSL/IDL does not define types for sets, multisets, or
maps. Sequence types may be used to equivalent effect.



3.1 Handles

For purposes of specification, each distinct instance of a role is ascribed a haigdie Handles are an
abstraction of names [48], references [52], ports [65], static labels, etc., used to identify role instances and
message destinations. Handles ao¢éreferences tmbjects nor are they implementation-level pointers to
concrete components, although there may be a one-to-one relationship between handles and pointers in a
particular mapping to a programming language, tool, or infrastructure.

PSL relies on the existence of one or more handle types, and handle values that may be used in any value
context. There may be several distinct handle types in a system. Handle types may include values that do
not provide access to implementations (as in the case of “null” and “dangling” references), in which case we
say that the handle is nbite. The equality relation£=" among handle values denotes only value equality
among handles (also known as “shallow” equality), not necessarily identity or equality of implementation-
level components.

PSL/IDL handle values are expressed using the syntax ofdijief s. These serve as both references to
instances of IDLinterface s (hot necessarily their implementations) and destinations of CORBA mes-
sages. However, as discussed in Section 3.4 and the Appendix, PSL handle values need not bear a one-to-one
relation withobjref  values in CORBA implementations.

3.2 Attributes

An attribute (also known asstate functiof89, 34]) is an abstract property ascribed to zero or more role in-
stances, and possibly assuming different values across time. In PSL, attributes are abstract functions of handle
and/or other value type arguments; for example fund8@pen takes &ile handle as an argument.

As with other PSL constructs, the relationship between abstract attributes and their implementations (if any)
is outside the scope of the framework. For example, the attris@pen is a hypothetical function that

might actually be computed (perhaps only approximately; see Section 5) as a side-effect-free procedure, a
function whose value is deduced by an analytic tool, and/or a “derived” function that is symbolically defin-
able or otherwise constrained in terms of other attributes. The use of an attribute in PSL does not commit
implementations to “know” its values in any computational sense, and even ifimplemented, does not mandate
that the value be computed by any component it describes.

In PSL/IDL, attributes are declared as auxiliary functions within the scopepodtacol module using
normal IDL/C++ function syntax, and where all function arguments are explicit. For example:

interface File { /* ... */ };

protocol module fm {
boolean isOpen(File f);

5

PSL/IDL uses function syntax rather than IRitribute syntax. In IDL, the keywordttribute is

only a stylistic device for declaring accessor and mutaparationswithin interfaces. There is no PSL/IDL-

G notation for declaring attributes, although OMT [61] or related object-oriented graphical notations can be
used (see Section 4.4).

Among the most common forms of attributes used in PSL are “relational” or “connection” attributes that
represent the values of handles that a participant uses to communicate with others. For ex&itple, a
might be ascribed attribut®®Device Dev(File f) representing a handle used in I/O requests. As

is true for any attribute, the values of connection attributes may vary over time, subject to any other listed
constraints.



3.3 Situations

The concept of a situation extends the common notion of abstract object state [44, 7]. Situations describe
partial views of possible system-wide states, factored with respect to particular roles. Thus, a situation may
describe the abstract state of multiple components. Situations are defined declaratively, at any level of gran-
ularity. In PSL, situations are represented by parameterized expressions describing “interesting” commonal-
ities of transient “possible worlds”. These expressions classify aspects of worlds in terms of characteristic
values of relevant attributes and event predicates with respect to one or more roles.

In the same sense that a class is instantiated by an object, and an interface is instantiated by a role, a situation
is said to be instantiated byraalization And just as interfaces describe the properties of an unbounded
family of potential implementations, situations describe the properties of an unbounded family of potential
realizations. However, realizations are egplicitly instantiated by programmers. They just unfold over the
course of system execution. For example, a situation might contain only the constraint that a given kind of
File is open. The realizations of this situation in a particular system include all “snapshots” of the system

in which such &ile is open. The manner in which such realizations are observed or inferred in executing
systems is outside the scope of PSL proper (see Section 5).

A realization is thus a partial description of an arbitrarily brief instance, an “actual world”, in which the
predicate describing a situation holds. Realizations representindividual observations, mappings, or inferences
about concrete system behavior, characterized by expressions describing attribute and event predicate values.

A realization is said tanatchone or more situations if all features required in the situation(s) are present. The
matching relationr oc Sfor realizationr and situatior5, holds if the situation predicate f&can be made

true using the values in(see Appendix). Two or more realizations may all match the same situation but in
different ways because they differently instantiate free parameters listed in the situation.

A situation is represented as a parameterized predicate. We provide a full notation in the Appendix, but use
here an abbreviated form in which situations are defined withies  declarations as boolean C/C++-style
expressions within braces. Expressions inside situations may reference attributes and event predicates, and
may include references to named arguments. They may also include in-line local declarations (which have
the expression value dfue). For example, assuming the definition of i@@pen attribute the following

situation describes the state ofe being open:

rules fi(File f) {
{ isOpen(f) }
h

PSL/IDL-G notation is the same except that situation expressions are demarcated by solid rounded boxes.
They may be embedded withinrales declaration drawn with a dashed box with name and parameters in
the corner. However, in PSL/IDL-G, it is usually more convenient to use “in-line” declarations in situation
boxes rather than explicitles parameterization:

Filef,
isOpen(f)

3.4 Messages

Messages carry communications among participants, including operation requests, operation replies, asyn-
chronous messages, exceptions, and so on. For each kind of mbtgagsible in a system, PSL assumes

the existence of a corresponding record tyypessageTypg that minimally includes fields describing the
message “selector” (e.g., operation name) and arguments (if any). We will illustrate PSL usage in systems of
fixed message types. However, at an extreme, all messages in a system might have the same selector, with an



argument format requiring dynamic interpretation. Message types may vary over any humber of dimensions.
For example, all messages of a certain type may include fields suitable for use in routing over a particular
topology of distributed components.

Messages are assumed in PSL tohlaedle-directed A handle describing the intended receiver role is a
required part of any communication. Similarly, messages corresponding to a procedural operation that returns

a reply (or perhaps just asbid ” completion indication) include a handle describing the “return address”

of the caller. We also assume an abstract funateply] msg] that represents a reply message (not its
issuance) of the appropriate type for a given procedural requsgtand a functionthrow[ msg] that
represents an exception reply message for a request. As a notational converigplge, arthrow without

a bracketed message argument refers to the most closely associated message whenever this is unambiguous.

PSL/IDL message types are abstractionC@fRBA::Request , with a shorthand handle-based message
syntax delimited by angle-brackets:

m= < dest>op(argy >

Here,mis an instance of an implicitly “pattern-matched” message type corresponding to the form of the
message expressiotestis a handle indicating the destination role instance of the mesepgean opera-

tion name literal; an@rgs are arguments, each of some value type as defined in a corresponding interface.
Messages need not be named, and values are referenced directly rather than through the implicitfields of

Bindings for arguments follow normal IDL rules.

While PSL/IDL message conventions correspond closely to those used in CORBA, the relation need not be
one-to-one. Mappings between handles and the values used in CORBA message destination fields may take
several forms, even within the same CORBA implementation [56, 27]. For example, channebgityle s

may be used. Channel values [65] represent “paths” to role instances. Two or more messages sent with
the same channel identifier reach the same instance, but two channel values that access the same interface
instance may differ. Object-reference stglejref s may also be used so long as messages are always
delivered to implementation objects corresponding to the appropriate roles; for example when references are
routed through proxies that relay messages to the appropriate implementations. Other syntactic details and
mappings to base PSL constructs may be found in the Appendix.

3.5 Events

Messages themselves are not used directly in PSL situation descriptions. Instead, PSL contains two families
of special attribute functionsh andout . Inside situationsin( m) by( p), wherem is of some type
MessageTypg andp is a handle value, denotes a context in which a particular message instamse

been received by participapt andout( m) by( p) denotes a context in whiam has been issued hy

Theby( p) suffixes are optional and seldom needed. When otherwise unconstrained by context, omission
reflects lack of commitment about which participant issues or receives a message.

PSL event predicates are otherwise treated as attribute functions that happen to have predefined character-
istics. In particular, events never “unhappen”: Once a predicate describing the occurrence of an individual
event becomes true, it never becomes false. Event predicates are monotonic attributes, behaving as persistent
“latches”. Onceout( m) by( p) is true for a particulam andp, it is true forever more; similarly for

in( m) by( p). Situations and rules may thus be phrased in terms of events that have occurred at any time
(cf., [45]).

PSL/IDL event predicates use PSL/IDL messages as argumeirts &md out . For example, assuming
declarations ofiFile , c, andexc within the scope of a giverules declaration or in referenced IDL
interface  declarations:

in( <aFile->write(c)> )
out( reply[<aFile->read()>](c) )
out( throw(exc) ) by(aFile)



3.6 Protocols

PSL protocol rules describe conditions under which realizations of situations occur. Rules are collections
of situations linked by temporal operators. These temporal operators are defined in terms of an underlying
temporal dependency relatian< b among tworealizations aandb. If a < b, thena happens no later than

a. (See Section 3.10 for a more formal characterization.) The means by which this relation is observed or
arranged lies outside of the scope of PSL proper (see Section 5).

Since it would not be very productive to describe protocols via orderings among individual occurrences, PSL
protocol rules are instead described at the level of situations (classes of realizations). Each of the following
operators relates the occurrences of realizations of a predecessor sifuatidrsuccessor situatidh

def

As lead toBs: A»B Va:axA=3db:bxBAa=<b

As enableBs: A EB Vb:bxB=3da:ax ANa=<b

As pair withBs: A0 B (A» B)A(AMB)
In PSL/IDL-G, rules are expressed via arrows connecting situations through corresponding symbols drawn
on the outside of the predecessor situation. In PSL/IDL, these operators are desigresed asnable

andpair respectively. In PSL/IDL (but not necessarily in PSL/IDL-G), the “earlier” situation is always to
the left of the “later” one.

def

def

Leading. The “forward reasoning” operatdy » B is akin to that of a state transition, applying to cases in
which As always precedBs. However, unlike a state transitiof,» B does not indicate that instances of

B form the “next” situations after those &f Instead, an instance occurs at some unspecified time after an
instance ofA occurs, in a manner that neither requires nor precludes concurrency or interleavings with respect
to any other non-conflicting rules. Also, unlike state transitions, the orderings are not explicitly “triggered”
by events. Instead predicates on events are considered to be aspects of the situations themselves.

For example, a protocol rule for a relay operation that sem2lwhenevemlis received takes the form:

{in(m1)} lead {out(m2)}

in(ml) out(m2)

In the scope of a particular PSL/IDL protocol, we would have to be more explicit about types and messages.
PSL/IDL rules always lie within the scope of a givarles declaration. PSL/IDL situations are implicitly
parameterized by the arguments listed in theles , as well as all declarations in their predecessor situ-
ation(s). Allrules parameters implicitly serve as universal quantifiers for the enclosed expressions, and
other inline declarations are implicitly existentially quantified. The PSL matching relatiot) ¢equires

that unambiguous names be used in any two situations related by operators. To ensure this, any situation
expression may reference, but not redeclare, any symbol declareduteds and its predecessors. Thus,

all value names in a set of ordered situations must be unique (see Appendix).

For example, a relay that accept$¢wherea is a handle of a role supporting operatiod) as an argument of
mZland then issuem2to a:

rules rl(Relay r) {
{in(<r->m1(a)>)} lead {out(<a->m2()>)}



Relay r,

in(<r->m1(a)>) out(<a->m2()>)

This rule does not in any way imply thRelay operations must be single-threaded. Because there are no
constraints that indicate otherwise, two or more different “threads” of this rule may be active concurrently,
each triggered by a realization corresponding to a different instance roflLamessage. On the other hand,
this specification does not preclude implementation via a single-threaded relay object either.

Once a predicate describing the occurrence of an individual event becomes true, it never becomes false. Thus,
event predicates “latch” from left to right in PSL linked situations. For any event prediciite holds inA,

then it also holds in all successorsff(This property doesotnecessarily hold for expressions on attributes

that are not tied to event predicates). For example, the first relay rule is equivalent to one explicitly mentioning
in(m1) inthe successor situation:

{in(m1)} lead {in(m1), out(m2)}

Enabling. The “backward reasoning” operatarll B is used for relations in whicA enables Bapplying

to cases in whiclBs are always preceded Bg. (Or are “caused” byAs, under some interpretations of this
overloaded term.) For example, a desirable rule in most systems i®thpeurious repliesule, saying that

replies are sent only if messages are received. It does not say that requests always lead to replies, only that
replies are never sent unless preceded by requests. In PSL/IDL, this rule is considered to be predefined for
all procedural requests, since it is enforced by CORBA:

{in(req)} enable {out(reply[req]())}

out(reply[req])

Separate rules may link multiple right-hand-sides to the same left-hand-side to describe multiple possible
effects. For example, we could add another rule statingrdtat may lead to an exception. This may be
pictured together with the first rule, reflecting the fact that rules are combined conjunctively (i.e., implicitly

N'ed):

out(throw(xcpt))

10



Pairing. TheA O B operator is used for if-and-only-if relations, in which both evAng followed by aB,

and evenB is preceded by aA; thusAs andBs occur only in pairs. For example, another desirable global
rule is theone-to-one delivery rulgor anym saying that all and only those messages that have been issued
are ultimately received.

{out(m)} pair {in(m)}

in(m1) out(m2)

The O relation may be used to provide guarantees about procedural operations. For example, we could
strengthen the abovlll form to assert that a reply t®q must be issued, thus precluding the possibility of
exceptions or other non-procedural behavior:

{in(req)} pair {out(reply[req]()}

out(reply[req])

Sequences. A single rule may include chains of situations connected by temporal operators to describe
sequencing. We express sequences of, for example, the leads-to operaterBas C. This indicateqA

» B) A (B » C) while also extending scoping so that expression€ imay reference terms iA. Chains

across the other operators are expressed similarly. For example, a special protocol in which a relay outputs
m3after receiving the ordered fixed messagedollowed bym2could include a rule of the form:

{in(m1)} lead {in(m2)} lead {out(m3)}

If we did not care about the ordering wflandm2 we would have written this using simple conjunction of
event predicates:

{in(m1), in(m2)} lead {out(m3)}

On the other hand, if we wanted to claim that thig-m2 ordering were the only one possible, we could add
the rule:

{in(m1)} enable {in(m2)}
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3.7 Constraints

Some conditions mustiwayshold, across all possible contexts. Constraint rules limit the set of possible
system states to those in which the expressions hold. For a trivial example, if we declared attDpen
(File f) , we would want to claim that its value is always equalis®pen(f)

The PSL notation for static constraints is based omtaessitypperator of temporal and modal logic [20, 66],
operator]. The expressiofl P indicates thaf invariantly holds for all time, over all possible worlds.

All realizations must obey1 constraints in addition to those explicitly listed in situations. In PSL/IDL

rules declarations, brace-demarcated expressions describing necessary restrictions among attribute values
are prefaced binv . In PSL/IDL-G, they are listed with an unfilled box on their sides. For example:

rules fi(File f) {//...
inv {notOpen(f) == lisOpen(f)}
2

Filef,
notOpen(f) == lisOpen(f)

One common use of constraints is to relate non-monotonic time-varying attributes to PSL “latching” event
predicates. For example, supposing that our unrealistically sififge may be opened and closed only
once, we might supply constraints indicating how attribgtepen varies withopen andclose events.
Among other possibilities, we could write this via the pair of implication constraints:

rules f1(File f) { //...

inv {isOpen(f) --> out(reply[<f->open()>]()) }
inv {out(reply[<f->close()>]()) --> !isOpen(f) }
I3

Here, the first constraint says that if a file is open, then it must have at some time repliegb®@ranequest
(but not necessarily vice versa). The second says that if the file has ever replield$e a request, then it
must not be open. These constraints might be buttressed with a descriptidtilefFactory operation
that guarantees th&Open is true upon reply of it§ile  handle result.

While constraints are typically used to relate conceptual attributes to event predicates in this manner, it is not
at all required, and sometimes not even possible to do so. For examplé|éf acould be implemented by

a special kind of object that is initially open upon construction without requiring an exqptieit operation,

then the first constraint above would not hold. More generally, attributes associated with “base” interfaces
are often only weakly constrained. They are further constrained in declarations associated with different
subinterfaces. However, while convenient, and sometimes unavoidable, the use of unconstrained attributes is
also notoriously troublesome in practice [44, 12, 19], and requires care in specification. When attributes are
not tied to events, there are no global rules stating how values change as a function of events. As illustrated
in Section 4.5, any required variation or invariance in the values of unconstrained attributes across time must
be explicitly tracked in individual protocol rules.

Constraint rules may also relate event predicates. PSL does not notationally distinguish constraints that are
“definitionally” true versus those that are required to be true as a matter of system policy. For example, to
reflect the common requirement that either a normal reply or an exceptional reply can be issued for request
req , but at most one of these, we could list:

inv {out(reply[req]()) --> lout(throw[req](x))}
inv {out(throw[req](x)) --> lout(reply[req]())}
inv {out(rl = reply[req]()) && out(r2 = reply[req]()) --> (r1 == r2)}
inv {out(tl = throw[req](x)) && out(t2 = throw[req](y)) --> (1 == t2)}
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Because CORBA (like most systems) enforces these conventions for all procedural messages, such rules are
predefined for all message and exception types in PSL/IDL.

The third and fourth rules above employ a standard logic trick for declaring uniqueness. The third rule says
that if there are two values matchingply[req]() then they must be the same message. This kind of
constraint is common enough that we define the PSL/IDL “magraue( expi) , which is false if there is

more than one match. For example, we could rephrase the last two rules above as:

inv {unique(reply[req]())}
inv {unique(throw[req](x))}

3.8 Subsituations

Like interfaces, states and classes, situations may be specializedlisituationsSubsituation relations are
analogs of the subtype relations underlying interface inheritance. Mechanics follow those for ordinary sets
defined via predicates. For example, situatpin(readrequest) && isOpen(f)} is a subsitua-

tion of P: {in(readrequest)} in which case we say th& C P.

If Q C P, then fewer possible realizations ma@lthanP. Every situation is a subsituation of the empty situ-
ation{} (or equivalentl{TRUE}), which is matched by all realizations. The situat{e"A\LSE} (matched

by no realizations) is a subsituation of all others. We say that expresgjrholdsin situationSif SC {

expr} . Conversely, we define set-like union and intersection operators in terms of the corresponding boolean
relations on their component expressions [19, 63]. In PSL//OLB is expressed asexpra} && { exprs},

andAU B as{expra} || { exprs}.

The simplest and most common means of constructing a subsituation is to “strengthen” an expression by
anding an independent predicapesinceAN { p} C A. Strengthening may also occur by replacing a predi-
cate with one that implies it. For example, a situation incluagint{ m) might be strengthened by replacing

it with the more committabut( mby( p) .

PSL does not use any special notatioméxlarethat one situation is a subsituation of another except in the
special case of disjoint union whe®=S, + S, + ...+ S,. This represents a set of subsituati@®shat

are constrained to completely partition a situation-sgadeartitioned subsituations must be exhaustive and
mutually exclusive. They cannot simultaneously hold. Partitioning is thus one way to express the notion that
one situation “disables” another [70].

In PSL/IDL, partitions are enclosed in cases of the fdroase S, case S, ...case {default} }
Successive cases are interpreted in the same wegsas, cond , andif ...elsif statements in most
languages, implicitly negating the expressions in all previaase s. The special trailing situatiatefault
matches only if all previous cases fail, thus acting as a generaliged. Properties common to all partitions
may be expressed by linking a situation with the common expressions to all partiticf& toahecase s.

In PSL/IDL-G, partitioning is indicated via nested stateCharts [25]. Each enclosed box represents a parti-
tion. The special trailing “else” box contains only the expresslefault . Expressions common to all
partitioned subsituations may be listed outside of the nested boxes.

Conditional protocol rules can be expressed using partitions. Ordering operators “distribute” through situa-
tion partitionings to describe conditional paths. For example, to indicate TrRU&reply is enabled if some
functionok holds, and conversely f¢tALSE

{in(req)} && {
case {ok(req)} enable{out(reply(TRUE))}
case {default} enable{out(reply(FALSE))}

}
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in(rec)
 EE——
ok(req) - out(reply(TRUE))
—_—
 EEE—
default -out(reply(FALSE))
—

3.9 Refinement

Protocol refinement is the act of introducing new rules that apply in more specific situations than do general
rules, without invalidating these more general rules. Refinement constraints maintain consistency among
these related rules and contexts.

In PSL, refinements are normally localized to new entities described by new interfaces bearing subinterface
relations to the originals. PSL protocol declarations are parameterized with reference to interface types. Spe-
cialized protocol declarations may be attached to (parameterized by) instances of subinterfaces. Attaching
new rules to subinterfaces allows commitment to more specific protocols in special cases, without overcom-
mitting in the general case. Similarly, placing generalizations of existing rules in a supercontext supports
simpler high-level views and allows other alternative specializations.

In PSL/IDL, when two kinds of roles differ in protocol but not operation signatures (for example, when
protocols differ across “local” versus “remote” versions of components), this may require construction of
“dummy” IDL interface types just to give the two types different names (cf., [5]).

Of course, not all reasonable modifications are valid refinements. For example, instances of a protocol de-
scription could differ in that one corrects an error, or removes unwanted behavior, or describes a subtly
different protocol, or imposes additional constraints due to changed or overlooked requirements. Valid re-
finements are generally limited to the following techniques, that may also be applied in reverse in the course
of generalization. These techniques reflect properties of PSL that hold for all situatiBn& containing
predicates meaningful in their scopes:

Ap{ TRUE }
{ FALSE } »A

AN{ FALSE }
{ TRUE } mA

A»B,B»CFHARBC
A»B,BOCFA»®C
AOB,B»CFHAMC

A»BNCHAMB

BUCKMAFBMA
BrACCBFCKA
A»C,CCBFAMB

ANB BECHANRC
AERB BUOCFARC
AUOB,BECFARC

AEBBUCHANB
BNCHEA-BHEA
CEACCB-BERA
AEB CCBFARC

Adding rules.
they do not conflict with existing ones. For exampleRéadWriteFile
ReadFile , new rules applicable tarite
for ReadFile would also still hold for alReadWriteFile

New rules relating new situations, as well as new constraints, may be added so long as
is defined as a subinterface of
operations may be defined inles for ReadWriteFile

instances.



Splicing situations. A new situationrSmay be spliced among existing ordered situatidasdB, so long as

the original relation betweef andB is maintained. Thus » B may be extended tA » S» B, ortoAp» B

» S or to the separat@d » S)A (A » B), and so on. Splicing allows arbitrarily complex subprotocols to be
inserted between specified end-points. For example, a coarse-grained specification of a rule for a procedural
operation might list only the request and reply:

out(reply[req])

A refinement may then specify internal structure such as an interaction with a helper:

m

Note that even though tHwas juggled around, the original sense of the relation is maintained. If necessary,
this may be checked formally. For example here, the refined rule is of (At B) A (B M C) A (C O D).

From the first two clauses we see tiAcll C. Then applying the last clause, we obtAill D, as required by

the original rule.

out(reply[req])

in(reply[h] ())

Subdividing situations. A situation may be split into subsituations, so long as all ordering relations are
maintained across all paths along all subsituations. For example, an initial rule for a boolean operation might
say:

{in(req)} enable {out(reply(b))}
A refinement may split apart the conditions under which it replies true versus false:

{in(req)} && {
case {badstuff()} enable {out(reply(FALSE))}
case {default} enable {out(reply(TRUE))}

}

Strengthening relations. The relationA » B or A B B may be strengthened #[0 B when this does not
conflict with other existing rules. For example, a preliminary version of a rule majuiseandicate that a
particular exception may result from a certain request in a certain condition. Assuming that no other existing
rules indicate otherwise, a refinement may insteadlige make the stronger claim that this exception is
alwaysgenerated under this condition.

Similarly, we could strengthen the previous example to usélloperator instead Al if we were sure that
the listed situations represented the only ways in whichffREIEandFALSE replies could occur.
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Weakening and strengthening situations. If relation A » B holds in an original specification, a refinement
may add a new rul&’ » B’, whereA C A’ andB’ C B. The reverse relation holds flk. These are situational
analogs of type conformance [59], ensuring that rules applying in the original versions continue to hold even
when refined. For example, consider/am B rule for aRelay r with attributebroken :

{in(m1), 'broken(r)} lead {out(m2)}

In a refined versio®\’ » B’, we could have a weaker left-hand-sideC A’) and a stronger right-hand-side
(B’ C B), thus logically subsuming the original version:

{in(m1)} lead {out(m2) by(r}

The opposite maneuver would be either superfluous or an error: If the second rule had been the original
specification, then it would have already covered the first rule. And if we had wantedttizt the second

rule to the first, the relation would not be a refinement; we would create an unrelated (on this dimension)
protocol and/or interface.

3.10 Foundations

PSL constructs are based on structures describing possible worlds, as found in model theory and temporal and
modal logic [32, 20, 66]. These serve as the basis for several frameworks for specifying possibly distributed
systems [39, 42, 15, 35, 6], as well as related applied temporal reasoning systems in Al and object-oriented
logic programming [44, 3, 17].

Possible world structures are of the forW, V, R>. W is a set of worldsV is a set of value expressions over
some basis, with an associated functigp, w), which is true if expressiop holds in worldw. R represents

any number of defined relations among the worlds\in Chief among them is the relation generated by
constraints. PSLCI rules define the set of all worlds that are possible, and a corresponding relation containing
every pair of possible worlds.

PSL situations define a another family of “static” equivalence relatiynsSituationS describes that set of
worlds for which its defining predicats holds given the values in the world (i.§.w| ¢ (P s, w)}). In
PSL this is expressed in terms of the matching relationbetween values holding in worlds and situation
predicates. The corresponding relat®g contains all pairs of worlds that are members of this set.

The relationR< serves as the basis for PSL ordering operators. This relation is simplest to describe formally
when expressions are restricted to event predicates on fixed messages [24, 70, 58]. In this case, expressions
in V are just characteristic predicates of sets of event occurrenceg(@mgis true if w contains the events

of e. For example, supposesatisfiese, = out(ml) for some messagml, andb satisfiess, = out(m1)

&& in(ml) . The relationa < b states thag, = e,. Theout(ml) event has not “gone away” iB. In

fact, if a < b, out(m1) holds no later than the realization in whigi{m1) holds as well. Thus, when
restricted to events, the relati®x contains al(a,b)such that the set of events describecpynust be be a

subset of that described lgy. When expressions are liberalized to allow reference to arbitrary attributes, the

< relation is no longer definable in this semi-automatic manner, since it is not necessarily the casesthat

e,. Constraint rules must be supplied to describe how arbitrary attributes vary with respect to events.

4 Examples

4.1 Roles

Even though protocols describe multi-participant interactions, PSL declarations are frequently “one-sided”,
describing a role with respect to a single interface. This captures the modularity of protocols in which a
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participant’s interactions do not vary with respect to the types or states of others that it interacts with. For
example, here is a fragment of a protocol for a sinfple

rules filep(File f) { // ...

{in(R = < f->read() >)} && {
case {isOpen(f)} enable {char c, out(reply[R](c)), 0 <= ¢, ¢ <= 127}
case {default} pair  {out(throw[R](NotOpen x))}

}
h
[ Filef, )
in(R = <f->read()>)

char c, )

isOpen(f) - out(reply[R](c))
| 0<=c&&c<=127 |
default - out(throw[R](NotOpen x))

Here, the use dll linking the “normal’read reply indicates that a situation in which a reply is generated
occurs only when afile is open and receives a read request, but may not occur at all so far as can be determined
from the perspective of the roles parameterized within the curtdées declaration. For example, there

may be “downstream” errors stemming from internal invocations that are not visible at this scope or level of
specification. However, if a reply occurs, the return value subject to the listed constraints that amount to

a guarantee that the return value is a 7-bit character value.

In contrast, the “exceptional” reply situation is linked Via, indicating that (only) when a read request is
received by a file that is not open, an exception reply to the request is always generated. Tinigiddéesate

that this is the only context in which tidotOpen exception is thrown. It says instead that this is the only
context in which it is throwras a reply taead . If for some reason we had wanted to make the weaker claim
thatNotOpen is possible but not guaranteed, we would have letiad we wanted to make the differently
weaker claim thalotOpen is always issued not only here, but perhaps also in some other context (i.e., even
if the file is open) we would have used theoperator.

4.2 Interactions
One-sided protocol descriptions can be useful even when interactions are focused upon fixed sets of commu-

nications partners. For example, consider a transaction framework in Wioisfdinator s help arrange
the actions offransactor  s. The IDL interfaces are:
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typedef long TID;

interface Transactor {
boolean join(in TID tid);
boolean commit(in TID tid)
void abort(in TID tid)

5

interface Coordinator : Transactor {
TID begin();
boolean add(in TID tid,in Transactor p) raises (TransError);

g

The overall design is tha&oordinator s create (vidbegin ) transaction identifiersiD s) that are used

to index transactions. Each transaction consists of a grodpasfsactor members, added via thald
operation. As indicated by the use of interface inheritance, members may be&otbrelinator s. Each
Transactor may be asked tpin atransaction, and wommit orabort it. The application operations

that each component performs within transactions (perhaps bank account updates) are not described in this
set of interfaces.

To capture some of this in PSL/IDL, we declar@mtocol module , starting off with a declaration of
attributemembers to represent the handles of all members of a given transaction. There may be several sets
of members maintained by ea€loordinator , each referenced via its transaction identified (). The
associated constraint precludes the existence of any additional operations or rules thpttoduseome a
member unless they somehow invaad :

sequence<Transactor> members(Coordinator ¢, TID tid);

rules(Coordinator c,Transactor p,TID t){
inv {contains(members(c,t),p) --> out(reply[<c->add(p,t)>](TRUE))}
h

We next declare auxiliary functiowalidtid and corresponding constraint to show how the notion of a
valid transaction id is related to event predicates. A transaction idetitifieiis valid if it was created as the
result of abegin operation, but becomes invalid when the subject ofamyt orcommit request:

boolean validtid(Coordinator ¢, TID tid);

rules valid(Coordinator ¢, TID tid) {

inv {validtid(c, tid) --> out(reply[<c->begin()>](tid)) }
inv {in(<c->abort(tid)>) --> lvalidtid(c, tid) }

inv {in(<c->commit(tid)>) --> lvalidtid(c, tid) }

¥
Two sample protocol rules describe some of the dynamics. The first rule says that on recdieiig a
request, th€oordinator  replies with atid value that has never been used before. This statement, along

with the above constraints osalidtid amount to a promise that eatil value returned byegin is
unigue and valid for the length of the transaction:
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Coordinator c,
in(<c->begin>)

long tid,
empty(members(c, tid)),
lout(reply[c->begin()] (tid)

rules coord(Coordinator c) {

{in(<c->begin()>), long tid, empty(members(c, tid)),
lout(reply[<c->begin()>](tid))}

pair {out(reply(tid))}

}

The rule foradd contains a main “thread” saying that upon receivingaad request for alransactor

p with a validtid , a coordinator invokep’s join  operation. If it then receives BRUEreply, p is then

a member ofnembers and the operation completes successfully. The other cases are “error paths”; one
causing an exception, and the other a sinlfAM.SEreply. (Additional situations and relations would surely

be included in a more realistic specification. For example, it may describe cases dealing with the possibility

thatp were not a live handle, the use of timeouts, and so on.)

Coordinator c,
in(A=<c->add(tid,p)>)
lvaid(c, tid) out(throw[A](tx))
default ———=1 out(J=<p->join(tid)>)
in(reply[J] (k)
lok
default

out(reply(tid))

7

\

| out(reply[A](FALSE))

7

7

\

~

out(reply[A](TRUE))

[ contains(members(c,tid),p

7




{in(A = <c->add(tid, p)>)} && {
case {lvalidtid(c,tid)} pair {throw(tx)}
case {default} lead {out(J = <p->join(tid)> )} enable
{in(reply[J](ok))} && {
case {!ok} lead {out(reply[A](FALSE))}
case {default} lead {out(reply[A](TRUE)),
contains(members(c,tid), p)}}}

4.3 Multiple Participants

Protocols including situations describing multiple participants are used when the perspectives and responsi-
bilities of all parties need to be taken into account simultaneously, often because one party responds in special
ways to another that do not apply to interactions with other kinds of participants. Such rules may be seen as
the specification analog of multimethods [19]. For example, we may rework a more committal version of the
add rule:

4 '

Coordinator c,

in(A=<c->add(tid,p)>)

lvaid(c, tid) out(throw[A](tx))

default =>|  out(J=<p->join(tid)>)
in(J)
contains(
out(reply[J(TRUE)) members(c,tid),p) out(reply[J (FALSE))

¢

{

in(reply[J](TRUE)) . ) in(reply[J)(FAL SE))

out(reply[A](TRUE))

contains(members(c,tid),p out(reply[A](FALSE))
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For clarity, situations describing the view of theansactor  are shaded. This rule assumes for simplicity
thatp repliesFALSEto join only if it is already a member of the transaction. One sense in which this
protocol is more committal is that rather than relying oore-to-one delivery ruleo match thg->join
request with its reception (and similarly for th@n reply), this version directly connects the associated
situations.

Along a different dimension, we could have presented a less committal version by omitting various situations
if we happened not to care about them for the sake of this protocol declaration, and then perhaps inserted
them later as refinements. For example,jtie reply and its acceptance might have been elided without
changing the ordering requirements of the remaining situations.

Rules in such PSL declarations often represent “snippets” [64] of a longer or fuller protocol. It is normally
possible to show a more complete view of a protocol by linking situations described in one scope to those
in others. This may entail exploitation of global axioms such astieto-one delivery rulehen available

to matchin s without s, along with special rules for matching the obligations and expectations of particular
partners [18]. For example, the multi-participant viewadd may be constructed given the single forms of
Coordinator ::add andTransactor::join . The resultingimethread13] is a path linking initial
situations to terminal ones. Such timethreads can be valuable tools for informally validating protocols.

4.4 Design Patterns

The elements of many common object-oriented design patterns [21] consist of protocols common to all
participants in a framework. For example, in tBdserverpattern,Subjects maintain representations

of things they are modeling, along with operations to reveal and change this representedisateers

display (or otherwise use) the state represente@uiyjects . When aSubject ’s state is changed, it
merely informs one or mor®bservers that it has change®bservers are responsible for determining

the nature of the changes, and whether they require re-display. The version illustrated here is one of the
variants described in [21] in which tigubject sends a handle to itself as an argumentdtify when

it is changed. Th®bserver uses this handle to probe for values, and performs a redisplay only if the state
actually differs from that held in a cache.

The static structure may be described in PSL/IDL, as well as in an IDL dialect of the OMT [61] notation
often used for design patterns in which attributes are listed along with operations:

interface Subject {
StateType currentVal();

void changeVal(in StateType v);
void attach(in Observer ob);
void detach(in Observer ob);

}

interface Observer {
void display(in StateType v);
oneway void notify(in Subject s);

2

protocol module {
StateType Val(Subject);
sequence<Observer> Obs(Subject);
StateType CachedState(Observer);

3
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Subject Observer
StateType CachedState
StateType Va
sequence<Observer> Obs void display(in StateType x
oneway notify(in Subject s)
StateType currentVal()

void changeVal(in StateType v)
void attach(in Observer 0)
void detach(in Observer 0)

Informally, the main notification protocol is that whenSaibject s  receives achangeVal request, it
makes sure that its abstract st&®l(s) has been set, and for each membaen its set ofObservers
sends anotify  message to the observer, and then replies to whoever cadil@adgeVal . When the
Observer o receives the natification, it probasby asking for itscurrentvVal . If the returned value
differs from the value recorded &achedState , theObserver sends itself alisplay request. The
details of what happens when an Observer receivesltbplay  request aren’t important to this aspect of
the protocol.

In the corresponding PSL/IDL-G specification, situations primarily viewin@hagserver ’'srole are shaded.
Note that the declaration and use@lbserver 0 in the first situation means that ti@bserver roles of
the protocol are taken (perhaps concurrently) by all observe3sioject s
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member(Observer o, Obs(s))

out(NTFY =<o->notify(s)>)) in(NTFY) by 0
Va(s) ==v ’
[ out(reply[CV]()) ]

[ in(GET) by s ]e.[ Out(GET=<s->currentVal ()>)]

x == Va9 >, inreply[GETI(¥)
out(reply[GET](x)) [x = CachedState(o)]

S A
y

out(<o->display(x)>)

Subject s
in(CV=<s->changeVal(v)>)
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45 Constraints

Recall the equivalence of our first relay rules in Section 3.6:

{in(m1)} lead {out(m2)}
{in(m1)} lead {in(m1), out(m2)}

This “latching” property of event predicates daest necessarily hold for arbitrary attributes. For example,
if there were an unconstrained attribatgRelay r) , and we required thaik(r) persist as true across
these two situations, we would have to write:

{in(m1), ok(r)} lead {out(m2), ok(r}

Constraint rules may be used to avoid such problems. Constraint rules add requirements that do not otherwise
come “for free” in open protocol specifications. Consider, for example, interfaces desditognt s that
maintain balances:

interface Account { // ...
void setBalance(float b);
float getBalance();

long getSerialNo();

5

interface AccountFactory { // ...
Account makeAcc(long sn, float initbal);

5

As a start, we can declare motocol module with abstract attributebal andserialNo , along
with simple postcondition-style rules stating tinaékeAcc initializesbal andserialNo , getBalance
“reads”bal , setBalance “writes” bal , andgetSerialNo  reportsserialNo

protocol module accountm {

float bal(Account a);
long serialNo(Account a);

rules (AccountFactory f) {

{in(<f->makeAcc(sn, initbal)>)}

pair

{out(reply(a)), live(a), bal(a) == initbal, serialNo(a) == sn}

rules (Account a) {

{in(<a->getBalance()>)} pair {out(reply(bal(a))}
{in(<a->setBalance(b)>)} pair {out(reply()), bal(a) == b}
{in(<a->getSerialNo()>)} pair {out(reply(serialNo(a))}

¥

Access. ltis useful here to add a further constraint saying thas#tBalance andmakeAcc operations

are theonly ones that affect the value of attributal . Without such a constraint, there is no requirement

that this reasonable and often implicitly assumed encapsulation property holds. This may be expressed by
relatingbal to values associated with replies from either of the two operations:
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rules (Account a, AccountFactory f, float b) {

inv {(bal(d == b) -->
out(reply[<f->makeAcc(s,b)>](a)) ||
out(reply[<a->setBalance(b)>]())}

Initialization. A similar tactic may be used to describe attributes whose values are fixed forever upon ini-
tialization. For example, to claim that tiserialNo  is always the one established by the factory operation,
and further claim that initialization occurs at most once per account:

rules (Account a, AccountFactory f, long s) {
inv {(serialNo(a) == s) --> out(reply[<f->makeAcc(s,b)>](a))}
inv {unique(out(reply[<f->makeAcc(s,b)>](a))}

5

Single-threading. We could further require that processing sdtBalance requests is not subject to
arbitrary interleavings (i.e., thaetBalance operations proceed serially), thus precluding multithreaded
implementations. Again, without such a constraint, there is nothing forcing this interpretation. The restriction
that no twosetBalance  operations operate concurrently may be expressed by saying that any message that
has been received but not replied taiigque :

rules (Account a, float b) {
inv {unique(in(s = <a->setBalance(b)>), 'out(reply[s]()))}

g

Timing. The relative ordering approach to protocol specification does not directly admit the use of global
timing constraints. However, it is very much possible to describe constraints with respect to one or more
timers (The physical/temporal implementation properties of timers of course remain outside the scope of
PSL.)

One way to impose such constraints is via “client-side” protocol rules. For example, assuming the existence
of a Timer with attributeticks , we could state that anfccountUser client issuing agetBalance
receives a reply withifN time units:

rules (AccountUser client, Account a, Timer tm) {

{out(m = <a->getBalance()>) by(client), long t1 == ticks(tm)}
pair

{in(reply[m](b)) by(client), long t2 == ticks(tm), t2 - t1 <= N}
%

Interactionswith timers may also be specified. For exampleAanountUser may invokegetBalance
in conjunction with a time-outlarm set forNtime units of aTimer . If the client receives the reply before
the time-out, it somehow uses the value. One part of such a specification is:

rules (AccountUser client, Account a, Timer tm) {
{out(to=<tm->alarm(N)>)by(client), out(gb=<a->getBalance()>)by(client)}

enable

{case {in(reply[gb](b)), use(client,b)} enable {in(reply[to]())}

case {in(reply[to]())} enable {in(reply[gb](b))}
}

h

These kinds of idiomatic constructions are obvious candidates for simpler expression and support in PSL.
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5 Methods and Tools

PSL may be used to support a number of development practices and engineering tools:

Monitoring. Recordings of freely executing “live” components may check whether and how often a given
set of actual components obey a particular protocol over some period of interest. Simple monitoring tools
merely record event histories for later checks that they conform to stated protocols. More sophisticated
monitoring agents perform conformance checks in real-time during the lifetime of the system. Monitors may
also be attached to protocol visualization tools that allow developers to “see” the realizations of a protocol as
they unfold within implementations. Interactive monitoring may be extended to create debuggers allowing
users to construct new entities, issue new events, and/or alter existing ones in a live system.

Testing. Recordings of components from a fixed initial configuration check whether protocols are obeyed
and/or particular terminal situations are reached. Protocol rules may also guide construction of a test suite
that covers all listed paths and situations defined in a given protocol. Additionally, they may be used to
dynamically evaluate existing or randomized tests, checking that all paths have been covered.

Verification. Analytic, symbolic checks (at various levels of formality) determine whether implementa-
tions possess required properties. Given a set of specifications and an implementation, verification efforts
analytically decide whether the implementation conforms to the specification.

Design for testability. Specification-guided programming (also known as “reification” [19]) is the process

of “deriving” concrete implementations from their specifications. Reification typically involves substantial
refinement, narrowing down interfaces and protocols to reflect various design constraints. In addition to
required operations, implementations may also compute or approximate attribute functions and expressions
on attributes found in specifications. This provides a simpler basis for testing, enhances the likelihood that
implementations of other operations are correct “by construction”, and enables “reflective” programming
practices in which components inspect their own logical state. However, even the most detailed open spec-
ifications do not completely determine their implementations. For example, even when a PSL specification
boils down to mandating that a given component rely on another with the properties of aisimplariable,

this might not preclude an implementation using a special kind of C++ object that behavastaslaut also
periodically logs its value to persistent media.

Design recovery. Recovery is the reverse of reification: retrospectively “deriving” specifications by ab-
stracting over implementation choices. Design recovery may also involve translation from or to less formal
design documentation, as well as validation efforts, comparing specifications against high-level requirements.

Simulation and prototyping. Semi-automated partial implementation, using a set of default strategies for
minimally implementing those features of roles, events, and attributes of interest may be used to investigate
system behavior.

5.1 Mappings

While PSL represents the core, it is only one piece of a unified approach to the specification of open systems.
A complete account requires models, languages, and/or toolmtathese abstractions to concrete features

of particular systems. All of the above applications rely upon mappings relating any given specification to
code that may conform to it. These mappings naturally vary across the languages, tools, and infrastructures
used to implement a system:
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1. Mappings between roles and implementation objects (components).
2. Mappings between event predicates and concrete communication occurrences.

3. Mappings between expressions defining situations and realizations observed or inferred in concrete
code and/or its execution.

Additionally, several of these applications require descriptions of certain initial conditions of the system of
interest.

The need for, nature, and use of mappings differs across these kinds of applications. At one extreme lie formal
verification efforts. Analytic verification requires a rigorous mapping to the underlying target programming
languages, systems, and tools in order to construct an operational semantics [30]. Such a mapping is often
impossible in practice, in large part because properties of implementation languages, libraries, and tools
are not known in sufficient detail. Moreover, even when implementations are produced in well-behaved
languages, full systems-level verification is often an unrealistic, intractable goal.

Simple visualization tools lie at the other extreme. A useful visualization tool might require only a mapping
from events to observable messages, ignoring all other aspects of PSL expressions, at the price of not being
able to distinguish two situations containing the same event predicates but different attribute predicates.

5.2 Mapping PSL/IDL

We illustrate some general mapping issues with PSL/IDL. While the use of PSL in some systems requires
development of auxiliary configuration languages and tools to establish mappings, the particular features of
PSL/IDL along with those of CORBA permit simpler tactics:

e PSL/IDL uses the same value type system as CORBA IDL. OMG standards in turn already map IDL
value types to those of various implementation languages (e.g., C++ [55]).

e PSL/IDL message types map directly to those used in CORBA. Observations of messages may be used
to establish instantiation of corresponding event predicates.

e CORBA Object Request Brokers (ORBSs) and repositories maintain information relating values that are
used as message destinations and the locations of concrete implementation components. These may
be relied on to maintain implicit mappings between interface instance handles and implementation
objects.

¢ Typically, the initial conditions of a CORBA application amount only to the initialization of a small
number of components, avoiding the need for extensive description of static configuration properties.

CORBA also supports development of the instrumentation needed for dynamic execution tools. Event mon-
itoring may be accomplished througiterpositioning the placement of intercepts between communicating
components to tap communication traffic [71]. CORBA allows “listener” objects to be interposed along any
communications path by transparently altering the mappings between roles and implementation objects [56].
However, even if attention is restricted to events, mapping communications to event predicates, and in turn
realizations of particular situations, and in turn rule instantiations is not a trivial matter in a distributed open
system.

Any “listener” is only an approximation of an unobtainably ideal observer, and will have limitations in its
ability to discriminate the occurrence of certain protocols. For example, it may be impossible in practice
to obtain sufficient temporal granularity and synchronization of observations to recognize instances of, say,
A » B when event predicates iy and B are mapped to occurrences on different sides of the planet. (An
intrusive alternative to detection is enforcement, using tools [10] that guarantee that certain messages obey
certain orderings.)
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Similar empirical challenges are encountered in relating the observation of a “tapped” message to a reception
predicate for a particular role, detecting the creation of a new instance and its corresponding handle, as well
as detecting different realizations of the same situation in multithreaded implementations.

Mappings of attributes remain the least automated aspect of tool development. Unless attribute functions are
implemented by programmers, defined entirely via expressions on mapped observable event predicates, or
are inferable via protocol rules, developers of tests and monitors must themselves implement all computable
or approximable expressions of interest and implement them as program instrumentation. For example, the
simplest possible testing tool would require implementations of boolean functions corresponding to each
defined situation, along with history mechanisms recording event occurrences that are referenced in situation
expressions. These functions may be invoked whenever a listener intercept notices an event that might make
a situation of interest hold or stop holding. A more intelligent tool could infer the values of certain attributes
without the need for instrumentation.

Provided that such observational apparatus is available, one could create, for example, a monitoring tool
reporting whether realizations matching listed situations occurred and whether the corresponding ordering
rules were observed.

6 Related Work

Protocol specification, architectural description, and approaches to dynamics in general have a long history.
While all such approaches may be related at some level, they differ significantly in their theoretical bases,
definitional primitives, and range of usability. The ways in which PSL constructs support interface-based
specification of open systems distinguish it from other frameworks:

Preconditions and Postconditiorf80] and specification systems based upon them [36], employ the construct

{ A} s{ B}, asserting that program fragmesbrings a program from a state obeyiAgo one obeying

B. The PSL constructs » B and A B B have similar usages, but split the different senses of this relation
when applied to ordered events. PSL may be used to express the kinds of assertions typically associated with
operation postconditions, but applies them to arbitrary “evaluation points” rather than necessarily only upon
issuance of a reply. PSL does not include any language-specific operational semantics, and omits reference
tos. PSL also differs in its scoping and parameterization of predicates.

Abstract Data Type$ADTs) [40, 62] describe functional properties of “black box” components via pre-
conditions, postconditions, and invariants, without describing the nature of their dynamic dependencies or
interactions. PSL attributes and constraints share a similar basis, but are used primarily to describe interac-
tion constraints.

Architecture Description LanguagéaDLs), module interconnection languages, and related approaches [41,

4] usually extend an ADT-style basis to describe static configuration and communication properties of sets
of components. This focus on statics varies in degree across languages. PSL may be construed as variant
ADL best suited for systems with few fixed configuration properties beyond those of their general purpose
communication substrates; for example, ORB-mediated communication in CORBA systems.

Object-Oriented Analysisotations [61, 34, 19] describe classes of objects in terms of attributes, relations,
states, operations, and messaging, at varying degrees of formality. PSL generalizes, extends and reworks
the dynamic aspects of such concepts to apply to interfaces of components in open systems, in a manner
compatible with other role-based frameworks [6, 60, 68, 26]. Unlike some other approaches [2, 71] that add
protocol specifications to object-oriented interfaces, PSL does not assume any particular model or mechanism
relating these interfaces and roles to classes and objects.

Linguistic Approaches to Pragmatid$1] address the context-specific dynamics of communication (speech
acts) among participants, while semantics abstracts over situations to address context-independent meanings.
This distinction provides a useful conceptual basis for approaching these qualitatively different aspects of
interaction, and serves as a guide to the kinds of phenomena that PSL is intended to capture.
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Process Calculi [47] and specification languages based upon them model systems as collections of ab-
stract processes communicating via messages, where each process and communication act obeys a particular
abstract computation model. In contrast, PSL specifications are non-constructive. They do not rely on a
particular computational model beyond that implied by minimal assumptions about message passing in open
systems. PSL specifications contain sets of constraints on behavior that may be implemented by any kind of
component meeting the constraints.

History-based Framework§5, 50, 33, 14, 23] specify actions that occur under given patterns of event his-
tories. These patterns are most often described in terms of regular expressions or variants thereof. Because
PSL deals with roles in potentially distributed systems, events as seen by a given instance are not neces-
sarily totally orderable. They can be ordered only¥ynot the strict< relation that may be seen by any
particular implementatiombject Thus PSL history patterns cannot be described as languages or regular
expressions [57]. They are instead indicated by linked situations. Also, an event occurrence is construed in
PSL as just one kind of attribute (although one with a special interpretation) ascribable to a role. Other kinds
of attributes can be defined as well. For example, one set of instancéslef ainterface may be “born” in
anisOpen state, while others are not.

Event-based Frameworki88, 57, 10] are typically based on orderings defined over raw events. ThesPSL
relation serving as the basis for protocol operators is defined in a fashion similar to such orderings, but ranges
over abstract instances of situations described via event predicates and other arbitrary attributes, not instances
of events themselves. When restricted to event predicates, these are related in a simple way under the intended
mapping to raw events: If the instances of two events are ordered, then so are the corresponding instances
of event predicates. PSL operators, situations, and partitionings are more closely related to corresponding
constructs irevent structureand its variants [70, 24, 58], as adapted for use in interface-based specification.

7 Appendix

Here we describe relations between PSL/IDL conventions and underlying PSL constructs. We first introduce
an expanded notation for representing situations as named, parameterized predicates of the form

Name(Parameter§)Predicaté .

For example, a situation describing the state Bfla being open is:

OpenFileSituation(File f){ isOpen(f) }

OpenFileSituation names the situation. The argument list declares all variables and types used in the
defining predicate.

The standard PSL/IDL form is abbreviated in that:

e Situations are not named.

e Situations are defined only within the scoperofes declarations, and implicitly take the handles
declared in theirules declaration as parameters.

e Situation predicates may include in-line local declarations to name values inside expressions. These
are added as implicit parameter declarations.

e Message arguments are implicit, with values bound according to IDL conventions, as described below.

A realization may be represented as a tagged set of values. A realizataiohessituationS(i.e.,r < ) if

there exists a consistent assignment of the valuesdrthe arguments i§in accord with all] constraints

such thatSs predicate is true. Value assignments must be consistent across all situations in the same scope.
Realizations obey one or more rules if the rules hold under applicable assignments of valules to
parameters.

29



Variants. To accommodate the range of options available in CORBA systems, PSL/IDL rules may also be
described at the level of individual activations of individual operations rather than the implementation objects
that they are normally defined under. Handles of the fortarface: Operationdenote abstract activations
(executing instances) of the indicated operations. For example, an instance of tred~ftemmead isa

handle to an abstract activation of a givéite aFile  's read operation as defined in tRde interface.
(Among other alternatives, this handle might be mapped to an implementation-level pointer to a stack frame.)

In addition to the message forms described in Section 3, PSL/IDL procedural messages mayriorcl(1dsc)
designation indicating the “return address” of a sender:

m= < dest>op(args from( src) >

Also,in andout event predicates may be annotated viagf Handle to indicate the participant issuing or
receiving a message. For example,

in(<aFile->write(c)>)by(aFile::write w)

allows a shift to an activation-level description focused on a singiie2  operation. Note thdtom could
be different tharby in systems supporting implicit forwarding of delegated messages.

Message types may also be made explicit. They may be given names ugpgdaf convention anal-

ogous to the inline declaration style. Required fields have the same names as their arguments; sources and
destinations are callecsrc and_dest respectively. For example, to represent the typEilef.:write

messages:

typedef <File::write(in char c)> WriteMsg;

Bindings. Argumentbindings in messages follow normal IDL conventions, which are related to underlying
PSL constructs as follows. Any situation containingranor out predicate implicitly takes a message of the
corresponding type as a parameter, and message fields are implicitly equated with named variables according
to their use. Wheiby is omitted, it is also added an parameter simply of t@)ixect , the base of the IDL
interface hierarchy. For example, consider PSL/IDL situations:

{in( <aFile->write(c)> ), ¢ == ’'a’}

{out( <aFile->write('a’)> )}

These may be expanded as:

typedef <File::write(in char c)> WriteMsg;

Sin(File aFile, WriteMsg m, char c, Object rcvr) {
m._dest == aFile,
in(m) by(rcvr),
=="'"a, ¢ == m.c
}

Sout(File aFile, WriteMsg m, Object sndr) {
m._dest == aFile, m.c == &,
out(m) by(sndr)

}

IDL-level attributes are also treated as operation declarations in PSL, with message selector names
formed by prependinget _ andset _ for the “read” and “write” forms of the operation respectively, in
accord with common language mapping conventions [52, 55].
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Scopes. Pairs of situations related by ordering rules must be normalizable under a common set of symbols,
each assuming a unique value in realizations. All successor situations carry all parameters frartetheir
and predecessors as well as all non-negated event predicates in predecessors. Consider, for example:

rules x(P p) {

{in( <p->opl(a, b)> ), long i == attr(p)}
lead

{out( <a->op2(b, i)> )}

h

The situations may be tediously expanded as:
typedef <P::opl(in A a, in B b)> oplMsg;
typedef <A:op2(in B b, in long i)> op2Msg;

S1(P p, oplMsg mopl, long i, A a, B b, Object slrcvr) {
in(mopl) by(slrcvr),

i == attr(p),
a == mopl.a,
b == mopl.b

}

S2(P p, oplMsg mopl, long i, A a, B b, Object slrvcr,
op2Msg mop2, Object s2sndr) {

in(mopl) by(slrcvr),

out(mop2) by (s2sndr),

mop2._dest == a,
mop2.b == b,

mop2.i == i

}
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